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bE3OMACHOE U HAZJE)XXHOE
04 KNHYEHUE YAAJIEHHDBIX
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TAK YT0 XE
CAENAJIA KOMITAHUK?






HEOBXOAUMbIE UHCTPYMEHTbBI 1A
PABOTbI HA Z10MY




YTO ELLLE?

HAJEXXHOE MHTEPHET COEAMHEHMUE



3AYEM HAJEXXHOE COEAMHEHUE?

/ BHYTPEHHWUE KOPIIOPATUBHBIE NMPUJ10)XXEHUSA

/ KOPTIOPATUBHbIE CUCTEMbI NEPETOBOPOB

/ ObBMEH KOHTEHTOM W PE3EPBHOE KOINMMPOBAHUE
/ BUAEOKOH®EPEHL MU




MPOBJEMbI HALEXHOTO
04 KNH4ERNUA
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bE3OMTACHOE U HAZLEXXHOE
YAANEHHOE NOAK/NHYEHKE
YAAJIEHHBIX 0DUCOB




[IPOBJIEMbI

/ HECTABUJIbHOE COEAUHEHUE

/ BPEMA NPOCTOA KABE/IbHOI'O MHTEPHETA
/ AOCTYN K BHYTPEHHUM CUCTEMAM

/ MOAJEPXKA MPOBAM/EPA

/ YCTAHOBKA

/ YIIPABJIEHUE

/ BE3OMACHOCTb



NOAKTHOYEHUE YAANEHHOTO ODUCA

7]
i
& —
=  WIRED DATA CONNECTION
[ INTERNET RMS .
()

HEADQUARTER



BUPTYAJIbHAAl HYACTHASI CETb (VPNS)

A0CTYN K BHYTPEHHAM CUGTEMAM - VPN
OBECMEYWBAET 3ALLMLLEHHOE
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COEAUHEHWUE A4 NMEPEAAYU NAHHbBIX
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HEADQUARTERS ENCRYPTED VPN DATA CHANNEL BRANCH OFFICGE



KAK HAGTPOUTb VPN?

UPN [ edit | edit source ]
How to generate TLS certificates (Windows)?
OpenVPN configuration examples
OpenVPN traffic split
Psec configuration examples
GRE Tunnel configuration examples
PPTP configuration examples
L2TP configuration examples
| 2TP over IPsec
| 2TP over IPsec (Windows 10)
ZeroTier One VPN configuration
OpenVPN over Stunnel
Setting a GRE tunnel via cli
Setting up a GRE tunnel between RUT and Cisco device

Setting up an IPsec tunnel between RUT and Cisco device




NOAAEPXXKA NPOBAUJIEPA

/ COKPALLEHHUE 3ATPAT HA ObCJ1Y>XMBAHUE GETU
/ NOKAJIbHAA TEXNTOAZAEPXKKA K/IUEHTOB
/ IPOCTOWU WHTEPHET COEAUHEHUSA



YCTAHOBKA

/ HE TPEBYETCA OBYYEHUA

/ Y10BHbIN U NOHATHBIW UHTEPDENUC

/ BA3A JJAHHBIX MPUMEPOB KOH®UIYPALIUK
/ BAAEO U MAHYAJIbI 10 HACTPOMKE

A reLronika

RUT240
QUICK START
GUIDE




YIIPABJIEHUE

/ TIOJIHBIA KOHTPOJIb M YIIPABJIEHWE POYTEPAMM TELTONIKA
/ YAANEHHAS KOHOUTYPALNSA

/ FOTA - YAANIEHHOE YNPABJIEHVE NPOLIMBOK

/ OTYETbI, AJIEPTBI, YBEJOMTEHNS ;;“‘W

/ YAANEHHAS HACTPOMKA et




bE3OMACHOCTb

/ MHOTOYMCJIEHHBIW BbIBOP VPN

/ IREWALL

/ YIIPABJIEHUE NAPOJIAMM

/ 010bPEH ONEPATOPAMM CO BCEI0 MUPA



bE3OMACHOCTb — RMS

/ ABYXYPOBHEBASl AYTEHTUDUKALLUA

/ BUOMETPUYECKASA AYTEHTUDUKALLNA

/ BASUPYETCS HA AWS

/ TECWPOBAHO 3KCIEPTAMW KUBEPBE3OINACHOCTH

Bell

RMS SECURITY TESTED AND
VALIDATED BY BELL CANADA CYBER
SECURITY TEAM AND FORENSIK!
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PA3JIMYUA

RUT240

s
e

RUT950

RUTX11

4G (LTE)

Cat4

Cat 4

Cat 6

Speed

Up to 150 Mbps

Up to 150 Mbps

Up to 300 Mbps

SIM cards

Single SIM

Dual SIM

Dual SIM

WiFi

2.4 GHz (b/g/n)

2.4 GHz (b/g/n)

802.11ac

Ethernet

2 x 10/100 Ethernet

4 x 10/100 Ethernet

4 x Gigabit Ethernet

Bluetooth 4.0 LE

No

No

Yes

GPS

No

No

Yes




[TO4EMY TELTONIKA?

/ HAAEXXHOE 4G LTE COTOBOE NOK/THYEHUE

/ IPOBEPEHO B KPUTUHECKW BAXXHbIX NMPUJI0XEHUAX

/ COBMECTUM C HECKONbKMMKW BAPUAHTAMU VPN

/ COBMECTUM C BHYTPEHHUMU CUCTEMAMU U KOPTIOPATUBHbIMHU
[MPUNOKEHNAMMA

/ YAANEHHAS! HACTPOUKA U MOHWUTOPUHT

/ IETKO HACTPOWUTD U JIETKO UCNOJIb30BATD

/ BE3OMACHOCTb ¥ BbITOAHbIE LLEHDI
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